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[bookmark: _Toc196998957]Introduction

Cumbria Fire and Rescue Service recognise the importance of having robust policies and guidance in place to address online abuse faced by staff. This issue can range from malicious communications and online harassment to more severe forms like stalking and threats.

Cumbria Fire and Rescue Service will not tolerate swearing, threats, or abuse online, whether directed at staff or the Service itself. This extends to both corporate social media accounts and personal accounts if the content brings the Service into disrepute or breaches confidentiality

Unfortunately, on occasion, employees working within the public sector can be subject to online abuse from members of the public via social media platforms. This procedure aims to set out what staff should do if they find themselves in this position.

Our Core Code of Ethics are our values and behaviours and we expect all employees to abide by these as representatives of our service. Instances of reported online abuse carried out by CFRS employees are a direct breach of our Core Code of Ethics.

This procedure should be read in conjunction with Cumbria Fire and Rescue ICT Acceptable Use Policy. 

[bookmark: _Toc196998958]Scope
This procedure applies to all employees of CFRS, including the CFO (Chief Fire Officer) and members of SLT (Senior Leadership Team), volunteers, Externally Provided Workers (EPWs) and those seconded into our organisation. It also applies in all work-related settings, including  digital environments: online and digital communications, including emails, social media, virtual meetings, and any other electronic interactions conducted in the course of work.

[bookmark: _Toc196998959]Definitions

Core Code of Ethics – the standards which CFRS expect in line with our ethical values

Zero Tolerance – the commitment of CFRS to not tolerate any form of online abuse by or towards our employees

Malicious communications - Grossly offensive, indecent, or threatening communication that causes alarm or distress, potentially violating the Malicious Communications Act (1988).
Harassment and stalking - Repeated unwanted behaviour, including persistent online messages, threats, or forced contact, potentially falling under the Protection from Harassment Act 1997 or Protection of Freedoms Act 2012.
"Doxing" - Posting private or personal details about someone online, considered a form of cyberbullying.
Virtual mobbing: Campaigns of harassment through social media or messaging. Spreading disinformation or misinformation
Cyber bullying: the use of information and communications technology to support deliberate attempts to hurt, humiliate or upset someone
[bookmark: _Toc196998960]This procedure will ensure that CFRS:

· Provides support to employees who are subjected to unwanted online abuse at work
· Provides advice for managers who may have instances of online abuse reported to them
· Encourage people to report online abuse and provides guidance on how to do so
· Mitigate the effects of online abuse by reducing online intimidation and providing suggestions of support available to staff
· Monitor the reporting of online abuse incidents. This will be overseen by the HR Team and feed into our Professional Standards Board for additional oversight

[bookmark: _Toc196998961]What is Online Abuse?
Online abuse can come from members of the public, members of the community, colleagues and third party contractors. It can take place through the internet or other digital devices and covers unwanted e-mails, comments made via social media platforms and live streaming mediums. It is important to note that online abuse is an emerging issue and as such this procedure will be subject to regular review.
[bookmark: _Toc196998963]What to do if you want to report Online Abuse?

Crimestoppers SpeakUp scheme – the service have partnered with Crimestoppers for anybody to be able to report things that just don’t seem right, this may include online abuse. Reports can be made anonymously and are raised to the service HR team. The contact information for Crimestoppers can be found under the tab Raising a Complaint at CFRS on the CFRS website.
Disciplinary Procedure – this covers allegations of misconduct, or potential misconduct by an employee. If an employee is an alleged perpetrator of online abuse, this procedure may be used.
Cumbria Police – if you feel online abuse amounts to a criminal activity CFRS will support employee’s who need to raise via this channel
Contact HR Team – hr@cumbriafire.gov.uk for support with reporting a concern

[bookmark: _Toc196998964]Criminal Conduct

Where an employee has been a victim of potential criminal conduct, the service will provide support to the employee.

If an employee is an alleged perpetrator of possible criminal activity, the disciplinary procedure may be invoked. The particular circumstances of each case will differ and action will be considered on a case by case basis, however the service’s disciplinary procedure may run alongside any possible criminal investigation.  

[bookmark: _Toc196998965]Third Parties
No member of CFRS staff should be subjected to unwarranted behaviour whilst doing their job, however the service recognise that on occasion employees may be treated in a way that constitutes online abuse. Employees should report all instances of such behaviour, regardless of who the alleged perpetrator is, even if that person is a member of the public or working for another employer.

Malicious/ Vexatious Complaints

Where it is found that a complaint was made in bad faith, knowingly false or intended to mislead, the matter will be dealt with via CFRS Disciplinary Procedure.

[bookmark: _Toc196998966]Support

Support will be available to anybody affected by online abuse regardless of rank within the Service extending to the CFO and members of SLT. The support required will differ from person to person and may differ depending on whether the person being supported is a victim, a witness or an alleged perpetrator.

Support available includes:
· Occupational Health/ counselling
· Welfare Officers
· Trade Union
· External resources
· Mental Health First Aiders 
· Technical support where appropriate via ICT colleagues
· The Cyber Helpline provides guidance on online abuse including practical advice on reporting and blocking the perpetrator

The service’s Wellbeing Hub offers further details the support available to staff members CFRS Wellbeing Hub | Cumbria Fire & Rescue Service

Employees who are exhibiting signs of stress or disclose their feelings/symptoms of stress to their manager, may benefit from the use of the service’s managing stress resources which can be found on the Health and Safety pages. This includes an individual stress risk assessment which can be completed by the employee with their line manager to try and identify what support could be provided to assist them. The Employee Support page also signposts to other organisations that can offer support in managing stress. 

[bookmark: _Hlk198198137]Managers may wish to give consideration to allowing employees affected by online abuse to work in a different location to their usual workplace or make an adjustment to their usual duties as a supportive measure on a time limited basis.

Line managers should also provide the employee with appropriate support when returning to the workplace if they have been absent at any time as a result of an online abuse incident. This can be a very difficult experience for individuals, and they may benefit from the support or resources listed above. Employees may also benefit from more regular contact with their manager to discuss how they are feeling and if they are finding any particular aspect of their return to work difficult. 

Individuals are encouraged to speak to a manager or welfare officer if there is a specific supportive mechanism that they would find beneficial. Line managers are encouraged to carry out a de-brief with those who have been affected and support an employee to report their concerns via the social media platform which has been used (if appropriate)
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